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Our goal:
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Two directions:

@ At specification level

e Abstraction for each component
e Compositional theory

@ At execution level

e The system is already deployed
e Abstraction to reason on a group of components
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A major difficulty: Reasoning on environments

@ Open Systems: unspecified
@ Closed Systems: may be too large

Solution: Stochastic Modeling P
l"
4
@ Models possible failures .3

@ May appear at different levels

o At design level
e During the analysis (closed system)

@ Quantifies the likelihood of failures
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Specification Theories:

@ A specification (interface) allows to represent the behavior
of multiple components at the design level

@ Allows independent reasoning

@ Supports component-based design of large systems

@ Reduces complexity of the design
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Benoit Delahaye (IRISA - S4) PHD Defense - 8/10/2010 9 /47



Specification Theories:

@ A specification (interface) allows to represent the behavior
of multiple components at the design level

@ Allows independent reasoning

@ Supports component-based design of large systems

@ Reduces complexity of the design

@ Existing Theories: Modal Specifications, Interface Automata...

Our contribution: The first complete theory for Markov Chains

Benoit Delahaye (IRISA - S4) PHD Defense - 8/10/2010 9 /47
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@ A specification (interface) allows to represent the behavior
of multiple components at the design level

@ Allows independent reasoning

@ Supports component-based design of large systems

@ Reduces complexity of the design

@ Existing Theories: Modal Specifications, Interface Automata...

Our contribution: The first complete theory for Markov Chains

But ... What is a complete theory?
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Specification Theories:

Implementation/comparison(refinement)

e T 00 ¢ ° B .
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Multiple Component Operators

Parallel Composition
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e Specification Theories for Stochastic Systems
@ Inferval Markov Chains
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Interval Markov Chains: An Example

S=({1,...,n},0,,A, V)

ldea: Replace exact probabilities with intervals
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Our results concerning IMCs

@ Consistency Checking: PTIME
@ Common Implementation: EXPTIME-complete
@ Semantic Refinement: EXPTIME-complete

@ Composition & Conjunction: Absence of closure
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Absence of closure: An illustration (1)

Design of a coffee machine:

@ Requirement one (temperature):.

S
N (D[w@ hot
h‘@ cold
@ Requirement two (choice of beverage):
S
@é@@
tea coffee
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Absence of closure: An illustration (2)
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\ /
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Absence of closure: An illustration (2)

S S
[0,0.5] hot ;
/ ., .2,
»@\ [0,1] @ [02,1] @
[0.1] cold tea coffee

Conjunction of §; and S,:

hot tea [0,0.9] u0.2,0.5] @ hot coffee
\ /
cold tea ‘ﬁ [ﬁ\@ cold coffee

(21,20,23,24) = (0.3,0.2,0.3,0.2) is an implementation, but prob.
for reaching “hot”, z; + z; = 0.6 violates S,
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Absence of closure: An illustration (3)

IMCs are not closed under compositional operations

@ Conjunction
@ Parallel Composition

Solution: Constraint Markov Chains
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e Specification Theories for Stochastic Systems

@ Constraint Markov Chains
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Markov Chains (recap.)

{1,....,n},o,M A V)

@ states {1,...,n}, oinitial state,
@ Ais aset of atomic propositions, V:{1,...,n} — 24,
@ M e [0,1]™"is a probability transition matrix: EF:] Mijj=1 for
i=1,....n
V() S A V(3)C A
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Constraint Markov Chains

{1,....k},0,0,A V)

@ states {1,..., k}, oinifial state
@ Ais a set of atomic propositions, V:{1,...,k} — 22"
o ¢:{1,....k} — 0,1 - {0, 1}

V(1) C 24 V(3) C 24

V(2) c 24 V(4) c 24
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Constraint Markov Chain: An Example

({1,... kY, 0,0,A, V)

,e {{a.b,ci{a,b}{a,c}{b,c}}

{{e}}

—(3) ({a}(b}c}n)

p1(Dx,x,x3) = (1 =0)A 0 = 0.7) A (e +x3 = 1)
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Satisfaction Relation: An example

{a,b,c} {{a,b,c},{b,c}...}

X1

{{e}y A=

e1(Dx X, %3) = (X =0)A (e >07)A (e +X=1)
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X 000
X 010
{{e}} A= 010
X3
0 0 1
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Satisfaction Relation: An example

{{a,b,c},{b,c}...}

X1

0 0O
% 0O 10
A:
% {{e}} 010
0 0 1
LA 1p..}

er1(Dx X, %) = (X =0)A e >07)A (e +X=1)

(0,0.7,0.1,0.2) x A = (0,0.8,0.2)
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Satisfaction Relation: An example

{{a,b,c},{b,c}...}

X1

0 0O
% 0O 10
A:
% {{e}} 010
0 0 1
LA 1p..}

er1(Dx X, %) = (X =0)A e >07)A (e +X=1)

(0,0.7,0.1,0.2) x A = (0,0.8,0.2)

= £1(1)((0,0.7,0.1,0.2) x A) holds
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Weak Refinement

0 O
1 0
v T—v
0 1
0 1
y=2 222 if 22,<0.7 and v = Oiﬂ otherwise
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Conjunction: An Example

hot

P1(Mx) = =0A(x<05)
coffee AN +x3=1)
w2AA)Y) = (Ya=0)A(yc>02)
Ays+yc=1)
cold
coffee
'
Q@O
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Conjunction: An Example
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Conjunction: An Example

hot

Pp(Mx) = (1 =0)A(x <05)
coffee AN +x3=1)
p2(A)Y) = (Ya=0)A(yc>02)
Ays+yc=1)
(zv4:218, - - -, 23,c) Is valid iff

cold Zatziptzc=0

coffee Za+t2a+234=0
Hatptce < 0.5

1
OSe 0w ©,
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Conjunction: An Example

hot e1(M(x) = (3 =0)A(x <0.5)
coffee Ao +x3=1)
©(AY) = (Ya=0)A(yc>02)
ANys+yc=1)
(Z14, 218, - - -, 23,c) Is valid iff
cold Za+218+21c=0

coffee Za+t2a+234=0
DA+t 2D <05
Z],C =+ ZQ,C + ZS,C > 0.2
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Conjunction: An Example

hot e1(M(x) = (3 =0)A(x <0.5)
coffee Ao +x3=1)
©(AY) = (Ya=0)A(yc>02)
ANys+yc=1)
(Z14, 218, - - -, 23,c) Is valid iff
cold Za+218+21c=0

coffee Za+t2a+234=0
DA+t 2D <05
Z],C =+ ZQ,C + ZS,C > 0.2

2oz =1

Benoit Delahaye (IRISA - S4)

PHD Defense — 8/10/2010 26 /47



Conjunction
O @& - @@ -

@ Conjunction is equal to intersection of sets of
implementations

(U, V) (X1,1, X120+ X015 - X k) =
k k K K
WO Xy > X ) A2V Xits 0 Y Xiky)
J=1 j=1 i=1 i=1

@ Obtain linear constraints, even when composing linear
(including interval) constraints

Benoit Delahaye (IRISA - S4) PHD Defense - 8/10/2010 27 147



Results on CMCs [QEST 10]

@ Satisfaction: OK
@ Consistency: OK

@ Refinement: OK

+ Syntactic notions
+ Complete for deterministic systems

@ Conjunction: OK

@ Composition: OK

e Independant parallel composition
@ Synchronization using conjunction

@ Polynomial CMCs: Closed under all operations
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e Specification Theories for Stochastic Systems

@ Probabilistic Assume/Guarantee Contracts
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Beyond automata-based specification

Previously: Satisfaction relation = verification that a component
satisfies a property expressed by an automaton

Question: What can we do with a logic?

Solution: Probabilistic Contracts
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Probabilistic Contracts

We develop a Contract-based compositional theory:

@ Abstract representation of system behaviors

@ Explicit separation between hypotheses on a component
(Guarantees) and hypotheses on the environment
(Assumptions)

= Assume / Guarantee formalism
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Results for Probabilistic Contracts [ACSD 10|

@ Qualitative / Quantitative notions for

e Satisfaction — Reliability VS Availability
@ Refinement

@ Compositionality results for
e Parallel Composition
e Conjunction

@ Effective and Symbolic representations
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e Stochastic Abstraction and Analysis of Large Heterogeneous
Systems
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Case Study: Accuracy of clock Synchronization

Chalenges:
@ Heterogeneous System over an Ethernet backbone

e Distributed application
e 280 communicating components

@ Local clocks synchronized using the Precision Time Protocol

@ Requirement: Verify that the difference between any 2
clocks is lower than a given bound
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Case Study: Accuracy of clock Synchronization

Chalenges:

@ Heterogeneous System over an Ethernet backbone

e Distributed application
e 280 communicating components

@ Local clocks synchronized using the Precision Time Protocol

@ Requirement: Verify that the difference between any 2
clocks is lower than a given bound

@ Our goal: Compute the best bound to satisfy this
requirement without analyzing the whole architecture
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Case Study: Methodology (2)
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First step

@ Learn the Probability distributions
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First step

@ Learn the Probability distributions

Device to Server delay (for PTP DELAY-REQUEST frames)
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Second Step

@ Use the distributions to study PTP
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Statistical Model Checking

What are the questions?

@ Qualitative question: Does S satisfy ¢ with a probability
greater than 67?

@ Quantitative question: What is the probability for S to satisfy
o7

Principle:

@ Reason on a finite set of executions and answer the question
@ We may make mistakes, but we can control precision
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In Practice

Model/Abstraction:

@ PTP and HCS modeled using BIP
@ Distributions of delays: 2000 measures

Statistical Model Checking:

@ Quantitative question: precision 1072, confidence 102
100000 simulations

@ Qualitative question: precision 10-3, confidence 10~ 10:
300000 simulations
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Some Results 1/2

Probability of bounded accuracy
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Probability of bounded accuracy
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Probability of satisfying Bounded Accuracy for a bound of 50us

@ The property is not satisfied for the given bound !
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Some Results 2/2

Probability of bounded accuracy
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@ The best bound for which B.A. is satisfied with probability 1 is
1058
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Results for stochastic abstraction

@ Abstraction and verification method

@ Applied to 2 case studies:

e HCS case study [FORTE 10]

o AFDX network [RV'10]
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@ Conclusion and Future Work
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Contributions

@ Specification of stochastic systems
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Contributions

@ Specification of stochastic systems

e Algorithms and complexity results for IMCs
e First compositional specification theory for Markov Chains:
CMCs [QEST'10]

Interesting result: Refinement complete for deterministic CMCs
e Quantitative analysis: probabilistic contracts [ACSD’10]

@ New simulation-based technique for the verification of huge
systems

e Verification of Bounded Accuracy on HCS [FORTE'10]
e Verification of Latency on an AFDX network [RV'10]
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Future Work

@ Confinuous-time & Non-determinism
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Future Work

@ Confinuous-time & Non-determinism

e Abstract Probabilistic Automata [VMCAI'11]
e Continuous-time CMCs

@ Implementation

e Tool for CMCs
e Tool for probabilistic contracts

@ Rare events
e Use this theory to “guide” simulations for better precision
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The End

Thank you for your attention
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