
Native
Security
Features

PermDroid: A framework for preventing permission

Related Issues in Android applications: a developer’s perspective

Application 
Layer Focus

Publish-

Subscribe 

Messaging

Background 

GUI

1
2

All the existing analysis approaches

are static.

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Outdated existing solutions, due to the 

evolution of permissions and APIs.

A significant lack on native code

analysis approaches (JNI).

Uncomplete static analysis approaches

2
0
1
2

A
C

M
c
o
n
fe

re
n
c
e

o
n

C
o
m

p
u
te

r
a
n
d

c
o
m

m
u
n
ic

a
ti
o
n
s

s
e
c
u
ri
ty

.
2
0
1
2

O
c
to

b
e
r)

,
In

P
ro

c
e
e
d
in

g
s

o
f
th

e
2
0
1
4

G
u
o
s
h
e
n
g
,

e
t
a
l.

A
p
p
lie

d
S

c
ie

n
c
e
s

9
.1

8
(2

0
1
9
):

3
6
9
9

R
e
s
e
a
rc

h
in

C
o
m

p
u
te

r
S

e
c
u
ri
ty

.
S

p
ri
n
g
e
r,

B
e
rl
in

,
H

e
id

e
lb

e
rg

,
2
0
1
2

Incomplete Analysis Results: 

ex: Java Reflection

Insound Analysis Results

Data
Background 

Operations
Android uses permissions to 

protect components and sensitive 

APIs

Underlined 
Limitations

4

Incomplete Analysis 

Results: ex: Java Reflection

3
Permissions 

Related Issues

5
Proposed 
Approach

Dis-respect of android 

security policies

Used Permissions > 

Declated Permissions

Used Permissions < 

Declated Permissions

Journée "Méthodes Formelles" 2021 du GdR Sécurité Informatique

11 mai 2021 Télé-conférence (France)

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

R
e
fe
r
e
n
c
e
s

•
P

s
c
o
u
t:

A
n
a
ly

z
in

g
th

e
A

n
d
ro

id
p
e
rm

is
s
io

n
s
p
e
c
if
ic

a
ti
o
n
,

A
u
,

K
a
th

y
W

a
in

Y
e
e
,

e
t

a
l
.P

ro
c
e
e
d
in

g
s

o
f

th
e

2
0
1
2

•
C

u
rb

in
g

A
n
d
ro

id
p
e
rm

is
s
io

n
c
re

e
p
;
W

o
rk

s
h
o
p

o
n

E
c
lip

s
e

T
e
c
h
n
o
lo

g
y

e
X

c
h
a
n
g
e

(p
p
.

1
5
-2

0
)

•
P

e
rm

it
m

e
:

in
te

g
ra

ti
n
g

A
n
d
ro

id
p
e
rm

is
s
io

n
in

g
s
u
p
p
o
rt

in
th

e
id

e
,

B
e
llo

-O
g
u
n
u
,

E
.,

&
S

h
e
h
a
b
,

M
.

(2
0
1
4
,

O
c
to

b
e
r)

,

•
P

e
rH

e
lp

e
r:

H
e
lp

in
g

D
e
v
e
lo

p
e
rs

M
a
k
e

B
e
tt
e
r

D
e
c
is

io
n
s

o
n

P
e
rm

is
s
io

n
U

s
e
s

in
A

n
d
ro

id
A

p
p
s
.

X
u
,

G
u
o
s
h
e
n
g
,

•
M

o
d
e
lin

g
a
n
d

e
n
h
a
n
c
in

g
a
n
d
ro

id
’s

p
e
rm

is
s
io

n
s
y
s
te

m
.

F
ra

g
k
a
k
i,

E
lli

,
e
t
a
l.

E
u
ro

p
e
a
n

S
y
m

p
o
s
iu

m
o
n

R
e
s
e
a
rc

h


